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We should not treat AI as just a 
technology, or a business case. 
AI is shaping our society and 
changing what it means 
to be human.
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Agenda
• Definitions
• The Hype Cycle
• Potential Use Cases; Industry, COSA
• GenAI Concerns, Risks, Models
• It’s About the People
• “AI-Ready”; Security, Data, Principles
• Multi-Agency Collaboration
• COSA Policies, Standards, Roles
• Transformation Strategy

Recognition
- Gartner Research
- San Antonio Municipal Agency CIO Colleagues
- City of San Jose; GovAI Coalition
- National Institute of Standards and Technology (NIST)
- ITSD, HR, and Smart Cites Teams
- ChatGPT- OpenAI



AI refers to systems or machines that mimic human 
intelligence to perform tasks and can iteratively improve 
themselves based on the information they collect.

ML focuses on developing algorithms and models that 
enable computers to learn from and make predictions or 
decisions based on data, without explicit programming.

DL leverages deep neural networks for intricate pattern
recognition.

GenAI focuses on creating or generating new content,
such as text, images, video, audio, or even code, through
machine learning algorithms.

ChatGPT excels at natural language processing tasks, 
such as generating human-like text, answering 
questions, and engaging in text-based conversations.

Artificial Intelligence (AI) Defined

ChatGPT
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Google vs ChatGPT Today
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Business Artifacts That GenAI Can Generate Today
Generative AI

Artifacts

Audio/Visual Programming &
Data Assets

Natural
Language Designs

• Training data —
e.g., events, POS, 
behavior

• Test and synthetic 
data

• Code
• Context data —

e.g., market 
conditions

• Questions/ 
answers

• Summaries/
roundups

• Stories/narratives
• Documents
• Job listings

• 2D/3D faces/ 
bodies

• Drawings/
photographs

• Art
• Voice/visual 

characters
• Music

Learning 
Methods

• Rules/inferences
• Reinforcement

learning models
• Alternative learning 

mechanisms

Strategies Tactics

• Unprogrammed 
game strategies

• Unanticipated
strategic scenarios

• Product designs
• Materials
• 3D models
• Game worlds
• Process flows
• Schematics/ 

specifications
— e.g., drugs,
infrastructure and 
buildings, film edits
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By 2025:
Generative AI will support authors, 
marketers and others in 50% of new 
content generation.

35% of large organizations will have 
named a Chief AI Officer reporting 
to a CEO or COO.
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Possible Scenarios and Trajectories for GenAI

Generative design AI will
automate 60% of the design effort 
for new websites and mobile apps.
Over 100 million humans will 
engage robocolleagues (synthetic 
virtual colleagues) to contribute to 
enterprise work.

Source: Predicts 2022: Generative AI Is Poised to Revolutionize Digital Product Development 11 January 2022 - ID G00757883
By Brent Stewart, Van Baker, Joachim Herschmann

30% of enterprises
will have implemented 
an AI-augmented 
development and 
testing strategy, up 
from 5% in 2021.

40% of enterprise 
applications will 
have embedded 
conversational AI, 
up from less than 
5% in 2020.

2024 2025 2026
By 2027, nearly 15% 
of new applications 
will be automatically 
generated by AI 
without a human in 
the loop, up from 0% 
today.

2027

“By 2030, 80% of humans will engage 
with smart robots on a daily basis.”

https://www.gartner.com/document/code/757883


This is a Business Transformation, Not Technology
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By 2028



The Hype Cycle for GenAI
So

ci
et

al
Im

pa
ct

GenAI
Block-
chain

Auton. 
Vehicles

Social 
Media

Big Data 
Privacy

Smart 
Phones

Phase 1
Learn by 

making mistakes

Phase 2
Learn by 

resolving conflict

Phase 3
Learn by applying 

best practices

Digital Technologies Go Through Phases of 
Responsible Use
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GenAI Opportunity Radar- Use Cases

Everyday AI Game-Changing AI

Internal Operations

External Customer-Facing

Internal
Back Office
• Improving Productivity 
Core Capabilities

• Enhancing Operational Efficiency

Feasibility is combination of
• Technical Feasibility
• Internal Readiness
• External Readiness
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Low
Medium 
High

External Customer-Facing
Front Office

• Resident-Centric Applications
New Products/Services

• Community Well-Being



Everyday AI Game-Changing AI

External Customer-Facing

Feasibility is combination of
• Technical Feasibility
• Internal Readiness
• External Readiness

Low 
Medium 
High

GenAI Opportunity Radar

Government: 
Contact Centers

Contact
Legislation
Virtual
Assistant Center Staff

Onboarding

File 
Noting

Contact Center
Chatbot

Contact Center 
Change Modeling

Internal Operations

Source: Use-Case Prism: Generative AI for
Government Contact Centers

https://www.gartner.com/document/4585799
https://www.gartner.com/document/4585799


Everyday AI Game-Changing AI

External Customer-Facing

Feasibility is combination of
• Technical Feasibility
• Internal Readiness
• External Readiness

Low 
Medium 
High

GenAI Opportunity Radar

Government:
Human Services

Synthetic Incidents

Case Manager
Training

Multilingual Case 
Management

Process Explanation 
for Service Recipients

Personalization of 
Complex Interventions

Case Manager Virtual FOI Support 
Assistant

Case Notes 
and Minutes

Synthesizing Policy and 
Case Reference Materials

Natural Language Reporting

Integrated View of a 
Recipient

Caseworker 
Support

Source: Use-Case Prism: Generative AI for
Human Services

Internal Operations

https://www.gartner.com/document/4605399
https://www.gartner.com/document/4605399


Everyday AI Game-Changing AI

External Customer-Facing

Low 
Medium 
High

GenAI Opportunity Radar

Government: 
Public Safety

Nonemergency
Incident Chatbot

Real-Time
Multilingual 911

911 Call
Contextualization

Feasibility is combination of
•
•
•

Technical Feasibility 
Internal Readiness 
External ReadinessSource: Use-Case Prism: Generative AI for

Public Safety
Internal Operations

911 Call/Text 
Prescreening

Public Awareness
Campaign Content

Regulatory and 
Grant Reporting

Incident Pattern 
Identification

Incident Response Messaging 
FOI Support for Public Safety 
Public Safety Training

Special Event
Planning 

911 Call-Taker
Sentiment

https://www.gartner.com/document/4583099
https://www.gartner.com/document/4583099


Everyday AI Game-Changing AI

External Customer-Facing

Feasibility is combination of
• Technical Feasibility
• Internal Readiness
• External Readiness

Low 
Medium 
High

GenAI Opportunity Radar

Government: 
Regulatory
and Compliance

Case Notes

Synthetic Incident Generation 

Investigation Support

FOI Support

Communications 
Triaging

Case Manager 
Training

Regulation 
Chatbot

Management 
Support

Single View of 
Citizen/Business

Case 
Comparison and

Review
Records

Source: Use-Case Prism: Generative AI for
Government Regulatory and Compliance

Internal Operations

https://www.gartner.com/document/4585999
https://www.gartner.com/document/4585999


From Peers at other Cities
• Bulk OCR for environmental Health reports
• Object detection for road safety, graffiti, illegal 

dumping, lived-in vehicles/encampment, etc.
• Capture meeting notes in Zoom, Teams, Council 

meeting minutes
• Chatbots for websites
• Translation services to provide Spanish language
• Automated sewer video observations/inspections
• Training software for 911 dispatchers
• Above ground inventory for street and traffic 

infrastructure assets
• Location intelligence and customer visitation for 

economic development
• Traffic signal adaptive models
• Sensor leak detection for our water utilities

What are We Doing?
• Talkin’ Broadway- chatbot information about bond 

construction on lower Broadway Corridor.
• Language Translation Town hall and community meetings

as well as resident facing digital communications.
• One City Chat- chatbot across multiple San Antonio public 

agencies for resident inquiries. (Azure AI)
• LiDAR Sensing- computer vision to classify roadway usage

including pedestrians, vehicles, and bicycles.
• Contract Intelligence- customized information about 

contracts to users across the procurement workflow.
• Microsoft CoPilot- included in MS Office 365 government

cloud. (Summer 2024)
• COSA Virtual Assistant- employees can ask questions about 

employee benefits, leave, HR policies, etc.
• SWMD Safety- a digital event recorder that detects 

distracted or risky driving behavior.
• COSA IT Held Service Desk- users can request technical 

help from ITSD directly in an AI chatbot.

Real Use Cases Being Prototyped



Source: Gartner
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Generative AI Creates Many Kinds of Risks

GenAI

New, smaller competitors, enabled by 
GenAI, entering and disrupting industries

AI hallucinations leading to 
incorrect decision making

Mass unemployment of 
creators of content and code

Misaligned, power-
seeking AIs

Structural effects 
on society

Misuse

Accidents from use

Designated use
Intended

Unintended

Power-seeking AI model with 
goals not aligned with humanity

Mass production of misinformation 
and deepfakes

Should CIO’s Allow the Use of Generative AI at Work?



Source: 1 Amazon Warns Employees to Beware of ChatGPT, Gizmodo; 2 Privacy Policy, OpenAI; 3 Microsoft’s Bing Chatbot AI Is Susceptible to Several Types of “Prompt Injection” Attacks, TechSpot

RESTRICTED DISTRIBUTION
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Intellectual Property Data Privacy Cyber Concerns
• Information entered into ChatGPT 

can become part of its training set.

• Any proprietary, sensitive or 
confidential information entered as 
prompts could be used in outputs 
for other users.

• Amazon warned employees against 
ChatGPT when it generated code 
similar to internal Amazon code.1

• OpenAI may share ChatGPT user 
information with third parties 
without prior notice.2

• These third parties may include 
vendors or service providers, 
affiliates, and other users.

• However, it is possible to request
OpenAI to delete your data.

• Personal or sensitive information 
stored by OpenAI could be 
accessed by hackers.

• Hackers can also use “prompt 
injection,” or use prompts that can
manipulate ChatGPT to give away 
information it shouldn’t.3

• ChatGPT can also be tricked into 
writing malware or ransomware 
codes.

ChatGPT Real Risks Today

“Ethical decisions masquerade as 
IT decisions all the time.”

https://gizmodo.com/amazon-chatgpt-ai-software-job-coding-1850034383
https://openai.com/policies/privacy-policy
https://www.techspot.com/news/97590-microsoft-bing-chatbot-ai-susceptible-several-types-prompt.html
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Public vs Private Models



Democratization of Work and Redistribution of Workload
Source: Gartner

By 2025:
“80% of the 

workforce will be 
able to eliminate 

10% of their tasks”

“20% of the 
workforce will be 
able to eliminate 

50% of their tasks”
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Even in an AI World, It’s All About the People



AI Outperforms People in Some Tasks, but Not All

AI Outperforms Human counterpart

AI + Human Coexistence

Human outperforms AI counterpart

Example Tasks
Weather prediction

Competing in video games
Breadth of translation 

Voice/Facial recognition 

Driving a car

Medical scan diagnosis 

Software programming 

Creating financial analysis 

Creating music

Writing best-selling books 

Moral and ethical reasoning 

Build new scientific theories 

Personal care & therapy

2023 2033

Despite all the advancements in 
AI, the global jobs impact will be 
neutral- there will not be net 
decrease or increase.

More than 100 million people will 
engage robocolleagues 
(synthetic virtual colleagues) to 
contribute to enterprise work.

By 2026
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What Can We Do to Become “AI-Ready”

“If your data isn’t ready for AI,
you’re not ready for AI.”

Data + Rules + Tags
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NIST AI 100-1 is a set of standards and practices developed by the National Institute of Standards and
Technology (NIST) for evaluating, maintaining, and improving the trustworthiness of AI systems

Risk Management Framework



Privacy Transparency

Human-Centered Design Security and Safety

Preserved by safeguarding (PII) and sensitive data from
unauthorized access, disclosure, and manipulation.

Purpose and use is proactively communicated,
understandable, documented, and disclosed to the public.

Industry Guiding Principles

Developed and deployed so that AI powered services are
elevated for their impact on the public.

Systems maintain confidentiality, integrity, and availability
through safeguards that prevent unauthorized access/use.

Effectiveness

Systems are reliable, meet objectives, and deliver precise 
and dependable outcomes for which they are deployed.
24 © 2023 Gartner, Inc. and/or its affiliates. All rights reserved. Gartner is a registered trademark of Gartner, Inc. and its affiliates. 01-1660

Workforce Empowerment

Equity Accountability

Staff use AI in their roles; education, training, 
collaboration that promote participation and opportunity.

Systems support equitable outcomes for everyone. Bias is 
effectively managed with the intention of reducing harm.

Govern deployment, maintenance and human oversight 
ensures adherence to relevant laws and regulations.



Agency Collaboration
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• COSA CIO Position Statement; 
Artificial Intelligence (AI) 
Standards (Jan 8, 2024)

• AD 7.4a Acceptable Use of 
Informaton Technology

• Attachment A- Acceptable Use of 
Generative AI Tools (Feb 2024)

• AD 7.3a Data Security

• AD 7.12 Data Governance

• COSA Ethics Training
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COSA Policies and Standards
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Chief Information Officer (CIO)/ Chief AI Officer (CAIO)
• Directs COSA technology resources, policies, projects, services, and coordinates same with other COSA departments.
• Actively ensures the AI system is used in accordance with this policy and other policies.
• Oversee enterprise digital privacy practices, data processing practices, and responsible usage of technology in compliance with the

COSA Administrative Directives.
• Oversee the privacy practices of AI systems used by or on behalf of COSA departments.
• Notify COSA departments when an update to this policy or the [AI Policy Manual, or applicable policy] is released.

Chief Security Officer (CSO)/Chief Information Security Officer (CISO)
• Ensure AI systems are used in accordance with the COSA Information and System Security Policy.
• Oversee enterprise security infrastructure, cybersecurity operations, updating security policies, procedures, standards, guidelines,

and monitoring policy compliance.

COSA Departments:
• Follows policy and updates to policy and shall check compliance with these documents at least annually.

City Attorney’s Office (CAO):
• Advises of any legal issues or risks associated with AI systems usage by or on behalf of COSA departments.

City Manager’s Office (CMO):
• At discretion, inspect usage of AI systems or alter/cease its or partner’s usage on behalf of the department.

Finance Department (CFO,DCFO)- Purchasing Office (CPO):
• Oversee procurement of AI systems; require vendors to comply with COSA policy through contractual agreements.

COSA Roles and Responsibilities



Source: Gartner
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How Does GenAI Change a Typical AI Strategy?

AI ethics committee

Current AI Strategy Updated AI Strategy

Vision AI automating tasks Generative AI augmenting
people in their work

Roadmap Three-year outlook,
business innovation

One-year outlook,
business criticality

Use Cases Predictive analytics, 
automating tasks

Generating artifacts (text,
video, audio, code & data)
and simulating decisions

Governance Fragmented or part
of data and analytics

Clear business responsibility, 
ethics-focused

Talent AI center of excellence Educating everyone on
responsible use of GenAI
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Vision
• Embrace that Generative AI Augments, not Replaces People.
• Focus on Making Residents Lives Better.
• Approach: People. Policy. Process. Data. Then Technology.

Roadmap
• One-year Outlook, Business Criticality.
• Business Purpose. Pain. Resident and Employee Needs.
• Controlled Private Large Language Models with Standards and Governance.

Use Cases
• Find High Value Business Use Cases that Are Best for AI; Resident and Back Office.
• Generating Artifacts (text, video, audio, code & data) and Simulating Decisions.
• Focus on Transforming Operations and Augmenting Workers.

Governance
• Business is Responsible. CIO Guided. Ethics Focused- Double Down on Ethics.
• Set AI Principles Aligned with Current Data Governance, Acceptable Use Policies.
• Understand and Mitigate the Risks and Potential Harms Early.

Talent
• Educate Everyone on Definitions and Responsible Use of AI and GenAI.
• Be Security and Data AI-Ready.
• Focus on Employee Upskilling vs Replacement.

Updated Transformation Strategy
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